Mathematica Cloud Support System (MCSS):
Mathematica AWS Account Secure Configuration Guide

FedRAMP requires that all cloud service providers (CSPs) make a secure configuration guide available
to their customers, which includes information about privileged roles and functions as well as default
and recommended security settings within their cloud service offerings.

About this Guide

This guide is intended for use by MCSS customers. Specifically, these customers are members of the
Mathematica project teams that use AWS accounts and resources that have been provisioned by the
MCSS.

MCSS customers can use this guide to see an overview of the security-related configurations that are
available within their AWS accounts, as well as the security settings that are recommended by
Mathematica and configured by default by the ITS Cloud Support team.

Guide Sections

e Shared Responsibility and Inheritance

e Mathematica AWS Accounts General Overview
e Standard Mathematica AWS Account User Roles
e Mathematica AWS Service Control Policies

e Secure Configuration by Topic/Service

Version History

Refer to the Update history section at the end of this guide to see details about the version and updates
made since the last version was published.

Recommended Settings

Throughout this guide, we use callouts like this one to highlight security-related recommendations,
which generally correlate with the default settings provided to customers when they receive a new AWS
account.



Related Controls

This MCSS Secure Configuration Guide primarily supports the following NIST 800-53/FedRAMP Rev. 5
controls:

e (CM-2 Baseline Configuration
e (CM-6 Configuration Settings
e CM-7 Least Functionality

e AC-2Account Management
e AC-6 Least Privilege

e |A-2Identification and Authentication
e AU-2 Audit Events

e SI-2 Flaw Remediation

e Sl-4 Monitoring

e SC-7 Boundary Protection

e RA-5Vulnerability Monitoring

About the MCSS

The MCSS is Mathematica’s FedRAMP Moderate platform as a service (PaaS). The MCSS platform
consists of six AWS accounts:

Control Tower
Audit

Log Archive
Shared Services
Shared Networking
Shared DNS

XA S

These accounts provide governance, centralized logging, monitoring, identity federation, networking,
and shared platform services to support AWS usage across all of Mathematica’s projects.

The MCSS uses AWS Organizations and AWS Control Tower as well as a custom web application (the
Cloud Automation Portal) to provision AWS accounts that Mathematica ITS staff pre-configure to meet
certain organizational standards. Customer accounts are provisioned within defined AWS
Organizational Units (OUs).



Shared Responsibility and Inheritance

This section explains how MCSS customers inherit functionality from both AWS and the MCSS and
introduces the concept of shared responsibility for managing, configuring, and monitoring resources
used by the customer application.

* Click to expand this section.
Shared Responsibility with AWS

The MCSS inherits much of its base infrastructure from AWS, which is in turn inherited by MCSS
customers. As such, MCSS customers should be familiar with the concepts laid out in AWS's Shared
Responsibility Model.

Shared Responsibility between AWS Account Holders and the MCSS

There are also responsibilities shared between MCSS customers and the MCSS. We outline this shared
responsibility in detail for each of the features and services that are described in later sections of this
guide.

In general, MCSS customers are responsible for:

e Application layer hardening

o Data classification

e Following secure coding practices

e Application-specific encryption settings

e Application-level monitoring and logging

e Applying least privilege permissions for project specific resources

The MCSS (led by Mathematica ITS staff) retains governance authority and monitoring visibility across
all Mathematica AWS accounts.

AWS Secure Configuration Guide

As required by FedRAMP, AWS also publishes a secure configuration guide on its public website. The
AWS Secure Configuration Guide explains how to set up various services to maintain FedRAMP

compliance. This guidance is relevant for the ITS staff who manage the MCSS platform as well as for
Mathematica project teams that use those AWS services in their accounts.

We recommend that you check for updates to the AWS guide as well as to this MCSS Secure
Configuration Guide frequently to ensure that you are following the most recent security requirements
and recommendations in your accounts.


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/fedramp/latest/userguide/introduction.html




Mathematica AWS Accounts General Overview

This section of the MCSS Secure Configuration Guide provides a high-level summary of what project

teams receive when they request a new Mathematica AWS account, the responsibilities of the project

team in configuring and maintaining their accounts, and the process for closing an account thatis no

longer needed.

New Accounts

What You Receive with a New Account

Golden Images

Various Mathematica-hardened images (AMls, hardened per CIS Level 1
benchmark) are available from the Systems Manager Parameter Store.

By default, a declarative policy at the account level requires the use of a
golden image.

If none of the available golden images is suitable for the project’s needs,
the customer can submit a ticket to request that the ITS Cloud Support
team override this policy at the account level.

Security Posture
Monitoring

AWS Security Hub is enabled in all accounts.

By default:

Security Hub is is configured with the NIST SP 800-53 Rev5 framework.

Severity-based alert routing is enabled.

Identity and Access
Management

The MCSS enforces several organization-wide policies pertaining to AWS
account identity and access management.

By default:

Multi-factor authentication (MFA) is required for all human users.

Root accounts are locked and prevented from use for daily operations.

Role-based access is enforced.

No shared accounts are allowed.




User Roles

By default, the following user roles are provisioned within a new
account:

Project Administrator (Customer Assumed Role)

Project Developer (Customer Assumed Role)

Read Only Access (Customer Assumed Role)

Billing View Only (Customer Assumed Role)

Network Administrator (ITS Assumed Role)

Security Auditor (ITS Assumed Role)

Project teams should request additional user roles as needed for the
purposes of providing least-privilege access within their accounts.

Refer to the Standard Mathematica AWS Account User Roles topic for
additional information.

Backups

By default, backups are enabled in all production accounts.

Project teams can submit a request to additionally enable backups for
development or staging accounts.

CloudTrail

AWS CloudTrail is enabled in all accounts.

By default:

Multi-region trail is enforced.

Log file validation is enabled.

Logs are sent to the centralized MCSS Log Archive account for visibility
by Mathematica ITS.

Log retention is configured in alighments with FedRAMP Moderate
requirements.




Amazon GuardDuty is enabled in all accounts for intelligent threat
detection and cannot be disabled by MCSS customers.

Threat Detection
By default, logs are sent to the centralized MCSS Log Archive account for
visibility by Mathematica ITS.

Web Application
Firewalls and Perimeter | WAFs are required for all internet-facing endpoints.
Protection

Vulnerability management is enforced via Amazon Inspector and AWS
Systems Manager.

By default:

Vulnerability and Patch | Any EC2 instances within the account are scanned continuously.
Management
Inspector findings are incorporated into Security Hub.

Customers are responsible for monitoring their vulnerability findings
regularly and remediating any issues in accordance with NIST
requirements.

AWS Services Not Allowed in Mathematica Accounts

By default, most AWS services located in U.S.-based regions and denoted as FedRAMP Moderate as
well as select services denoted as FedRAMP Not Required (including AWS Cost Explorer) are allowed for
use within Mathematica AWS accounts. AWS services located outside of U.S.-based regions (with the
exception of AWS Global services) are not allowed and are blocked from access by defaultin all
Mathematica AWS accounts.

As an MCSS customer, you should review the FedRAMP status of AWS services that you plan to use in
your application architecture prior to submitting a request to create an AWS account. If a service is
needed that has not already been approved for general use, you can follow Mathematica’s Application
Approval request process (facilitated via ServiceNow) to have the service reviewed by Mathematica’s
security and compliance teams.

Account Configuration and Maintenance

When you receive a new Mathematica AWS account, there are various responsibilities that you must
carry out to configure the account for use and maintain the account over time.


https://aws.amazon.com/compliance/services-in-scope/FedRAMP/

Scanning

Upon receiving a new account, you will have access to Mathematica’s golden
images. These images should be used whenever possible, and you must reach
out to the ITS Cloud Support team if you need to use a different image to which
GoldenIlmage |you don’t currently have access.

Golden images come pre-scanned as-of the date of their release (which occurs
monthly). However, upon first use you are responsible for running your own scans
to ensure that the security posture is up-to-date.

Key Rotation days.

IAM User Access | Any IAM user access keys in your account are required to be rotated every 90

Least Privilege
Role
Configuration

When you request a new account, you receive a standard set of roles that can be
used to access the account. You are then responsible for identifying the
additional least privilege roles that you will need to grant access to your
account’s users and working with Mathematica ITS to configure those roles. Refer
to the Standard Mathematica AWS Account User Roles section of this guide for
more details.

Decommissioning an Account

Decommissioning and account requires a project team member to fill out the Deactivate an AWS

Account form in ServiceNow with some basic information about the account and the reasons why it is

no longer needed. A member of the ITS Cloud Support team will take care of the closure. Upon closure,

all user roles and user access to the account become unavailable.

Summary of AWS Account-Related Requests Handled by ITS Cloud Support

Request Type

Description

Request an AWS Account

New account configuration

Deactivate an AWS
Account

Close an account thatis no longer needed

Enable Backups for

Turning on backups in development and staging accounts (backups

Existing AWS Accounts enabled in production by default)
Modify Access to an AWS | Add or remove users or make modifications to the user roles associated
Account with an account

Add a VPC to an Existing
AWS Account

Update an account to include a new VPC

Modify a VPC in an Existing
AWS Account

Make changes to an existing VPC, such as adding a subnet, VPC
endpoint, or NAT gateway or updating a route table




. . Submit a suppression request for a finding in Security Hub or Tenable
Vulnerability Suppression . . .
R X that should be considered a false positive or otherwise should be

eques
a removed from view

AWS IDP Provider Request | Get support with AWS IDP Provider

. Report an issue related to the AWS Billing Portal (which is accessed via
AWS Billing Portal

ServiceNow) or request an update to the contact information for acess to
Support/Update Contacts

account billing information

Add a WAF to an Existing

Share a centrally configured WAF to an account
AWS Account




Standard Mathematica AWS Account User Roles

This section of the MCSS Secure Configuration Guide outlines the standard user roles that are
configured with every Mathematica AWS account and can be assumed to gain access to the account.
For root-level and privileged user roles, we outline the specific functions that can or should be
performed using that role only. Note that some of the roles below are assumed by project team
members and some by Mathematica ITS staff, as denoted in the Assumed By field.

Standard and Least Privilege Roles

The roles described below reflect the standard, top-level roles that are set up for each Mathematica
AWS account. Any of these roles that is denoted as being assumed by customers is meant to provide
the access that project team administrators need as they begin building out their applications. The roles
have intentionally been granted broad permissions to account for a potentially broad range of project
requirements. These roles are not meant to provide long-term, everyday access into the account. Once
initial build is complete, their use should be phased out in favor of least privileged roles customized to
the needs of the project’s users.

Itis expected that customers will assess their project’s unique needs and work with Mathematica ITS to
configure additional, least privileged roles to meet the access requirements for the users who require
access to their account.

Top-Level Account Access

Root User

The Root User is generated in AWS upon creation of a new AWS account. Root user access is available
only to a limited subset of Mathematica ITS staff and additionally requires physical access to a secured
MFA key. Root user/root-level access cannot be assumed by customers. Root user access for ITS staff if
monitored and permitted only in specific circumstances, such as during account creation or account
closure orin the event of a lockout or other emergency.

Type of Role Top-Level Administrative

Naming Convention | AWS Account Primary Email Address (AWS Controlled)

Assumed By Mathematica ITS

Security-Related Settings Operated by the Root User

Setting Security Implications

AWS Account

. Used during initial provisioning of a new AWS account.
Creation




AW Account
Closure

Used during AWS account closure process.

S3 Block All
Public Access

Turns off public access to all S3 buckets and objects within the account.

Enabling S3 Block Public Access (BPA) is crucial because it acts as a vital security
layer, preventing accidental or malicious exposure of sensitive data by blocking public
access via bucket policies or ACLs, even if misconfigurations occur, thus significantly
reducing the risk of data breaches and ensuring compliance by keeping private data
private by default, with new buckets having it enabled automatically.

S3 Bucket
Used to remove misconfigured S3 Bucket policies in the event of customer lockout.
Lockout
Secrets . . o
M Used to remove misconfigured Secrets Manager Resource policies in the event of
anager
8 customer lockout.
Lockout
Used during a situation in which single-sign-on (SSO) access to the customer AWS
Emergency account is unavailable. The root user account may be used to gain emergency access
Access into the AWS account during an event such as a service-level outage where either

AWS or Azure services used for SSO authentication are unavailable.

Root User Configuration Details

During AWS account creation, the root user is configured with both a password and a physical MFA

token. The password is stored within a secure password vault, while the MFA token is stored in a secure

lockbox, each allowing limited access to authorized ITS staff only.

The password must meet all AWS password requirements:

e Contain a minimum of 8 characters and a maximum of 128 characters.

¢ Include a minimum of three of the following mix of character types: uppercase letters,

lowercase letters, numbers, and! @ #$ % * & * () <>[]{} | _+-= symbols.

e Not beidentical to the AWS account name or email address.

The passwords for root users across all Mathematica AWS accounts are rotated quarterly by ITS staff.

The root user’s permissions are defined, configured, and managed by AWS. They cannot be modified by

Mathematica ITS or customers.

Decommissioning the Root User

The root user is a persistent component of an AWS account and can be decommissioned only by

closing the respective AWS account. As part of the account closure process, AWS will remove the root




user. Customers can submit a Deactivate an AWS Account request to the Mathematica ITS Cloud

Support team to begin the account closure process.

As part of the account closure, the ITS Cloud Support team will:

o Delete the email address and distribution group associated with the root user.

e Delete stored passwords for the root user.

e Clearthe stored information on any MFA keys used to access the root user.

User Roles

Project Administrator

Type of Role

Privileged

Naming Convention

AWSAccountName-ProjectAdministrator

Assumed By

Project team members (customers)

Security-Related Settings Operated by this Role

Creation and
Administration

Setting Security Implications
Primary Administration role for staff use in a project AWS account. This role is
provided to select project staff during the creation of a new AWS account and is
intended for initial use in a project AWS account to begin building a new
AWS Project application before transitioning to least privilege roles for most project staff.

This role provides access to most AWS services but denies access to the
following: AWS Workspaces, FSx, Resource Access Manager, Directory
Services, and most VPC actions. Additionally, the role is subject to all central
SCP restrictions.

KMS Key
Administration

Role allows for administration of all KMS Keys within the AWS account. This
includes creation, modification of settings or KMS key policies, and deletion of
KMS keys.




IAM Administration

Role provides access for the creation of IAM Policies and IAM Roles for use with

project specific resources

Administrators for projects can use this role to define the least privilege
permissions for further application development.

Role provides no access for the creation of IAM Users or external IDP

connections.

Project Developer

Type of Role

Privileged

Naming Convention

AWSAccountName-ProjectDeveloper

Assumed By

Project team members (customers)

Security-Related Settings Operated by this Role

Setting

Security Implications

Project Creation
and Development

Initial role for development access into a project AWS account prior to the
creation of account specific least privilege IAM permissions and Single Sign-On
roles.

Role allows for project staff to perform project development including creation,
modification, and removal of AWS resources for allowed AWS services and

regions.

This role can not be used to create KMS or IAM resources and has only limited
read access to the KMS and IAM services to prevent modifications to resources
created by staff using the Project Administrator role.

This role additionally denies access to the following AWS services:
Organizations, WorkSpaces, Directory Services, Resource Access Manager,
FSx, Certificate Authority, most VPC actions, and is subject to all central SCPs.

Network Administrator

Type of Role

Privileged

Naming Convention

AWSAccountName-NetworkAdministrator

Assumed By

Mathematica ITS




Security-Related Settings Operated by this Role

Setting

Security Implications

VPC

Administration

The Network Administrator role provides approved Mathematica ITS staff with
access to create, modify, and delete VPC-related settings and configurations within
customer AWS accounts.

VPC Administration can only be performed using this role. All other roles are
blocked via central Service Control Policies.

IAM Permissions

Limited IAM permissions are provided to this role for the creation of IAM roles
necessary for VPC configurations and flow logs.

The 'NetworkAdministrator' role is only provided to limited Mathematica ITS staff for network

administration. Project team members will not be provided with access to this role if requested.

Security Auditor

Type of Role

Non-Privileged

Naming Convention | AWSAccountName-SecurityAuditor

Assumed By

Mathematica ITS

This role is used by Mathematica ITS staff to perform security audits within a project AWS account and
is limited to read-only access across AWS services.

Read-Only Access

Type of Role

Non-Privileged

Naming Convention | AWSAccountName-ReadOnly

Assumed By

Project team members (customers)

This role is used by approved Mathematica Project team staff and provides read-only access to an AWS

Account. Permissions are managed on a 1-to-1 basis. Adding a team member to this role only provides
access to the specific AWS account requested.




Billing View-Only

Type of Role Non-Privileged

Naming Convention | AWSAccountName-Billing

Assumed By Project team members (customers)

This role is used by approved Mathematica Project team staff and provides limited read-only access to
billing information with an AWS Account. Permissions are managed on a 1-to-1 basis. Adding a team
member to this role only provides access to the specific AWS account requested.



Mathematica AWS Service Control Policies

This section of the MCSS Secure Configuration Guide contains information about the AWS Service
Control Policies that are applied to all MCSS customer AWS accounts.

AWS Service Control Policies (SCPs) are organization-level guardrails used within AWS Organizations to
define the maximum permissions that accounts can have. They do not grant permissions themselves,
but instead restrict what IAM users and roles are allowed to do, regardless of the permissions assigned
within the account.

SCPs are used by the MCSS to centrally manage and enforce security, compliance, and governance

requirements across multiple AWS accounts, which helps to ensure that consistent standards are
maintained across all MCSS customers.

SCPs by Topic

The tables below provide information on the Service Control Policies that are applied to all MCSS
customer AWS accounts .

Identity & Access Management (IAM) Controls

Control Theme Specific Restriction

IAM User Management | Prevents creation of IAM users

IAM User Protection Prevents modification of “Break-Glass” IAM user

IAM Password Policy | Prevents modification of IAM password policy

Root User Protection | Prevents creation of IAM access keys on root user

IDP / OIDC Providers Blocks creation or modification of IDP or OIDC providers

GitHub Actions IAM Prevents modification of IAM roles or OIDC providers for GitHub Actions

Shield IAM Resources | Prevents modification to Shield-related IAM resources

Control Tower IAM Prevents modification of AWS Control Tower created |IAM resources

Security Services Protection Controls

Control Theme Specific Restriction

Security Hub Prevents modification of Security Hub workflow status

. Prevents modification to AWS Shield enrollment and Proactive Engagement
Shield Enrollment o
subscription




WAF Policies

Prevents creation of local WAF policies (must be centrally managed)

ACM

Prevents creation of Certificate Authorities

Session Manager

Prevents modification of configuration, encryption, and logging

Unapproved
Services

Blocks use of unapproved AWS services

Network & Infrastructure Controls

Control Theme

Specific Restriction

VPC Administration

Limits VPC changes to Network Administrator role

Public EC2

Blocks creation of public EC2 resources

S3 Public Access

Blocks actions that make S3 buckets public

Route53 Domains

managed)

Blocks domain registration in member accounts (must be centrally

AWS Region
Restrictions

Blocks use of non-US AWS regions (global services exempt)

Organization & Account Governance Controls

Control Theme

Specific Restriction

Org Membership &
Billing

tax, and savings plans

Prevents modifications to AWS Organizations membership, account billing,

Tag Protection

Prevents modification of MCSS-applied tags

AWS Control Tower Managed Resource Protection

Protected Resource Type

Restriction

IAM Prevents modification of Control Tower |IAM resources

SNS Prevents modification of Control Tower SNS resources
Lambda Prevents modification of Control Tower Lambda resources
CloudTrail Prevents modification of Control Tower CloudTrail resources
Config Prevents modification of Control Tower Config resources
EventBridge Prevents modification of Control Tower EventBridge resources

CloudWatch Logs

Prevents modification of Control Tower CloudWatch Log resources




Secure Configuration by Topic/Service

This section of the MCSS Secure Configuration Guide provides a topic-by-topic summary of security
implications for Mathematica AWS accounts. It outlines how configuration of AWS resources in the
MCSS is initially set up.

Topics/Services

The MCSS relies on various AWS resources. Most resources use the Amazon-provided default
configuration. Modifications are made to resource configurations to support the following:

e Follow secure best practices and secure design.

e Enable data at rest encryption. This applies for resources such as S3, EBS, RDS, and backups.

e Enable a FIPS-compliant cipher and TLS 1.2. AWS CloudFront resources are enabled with FIPS-
compliant ciphers.

API Gateway
What MCSS Provides Web Application Firewalls.
Default Settings AWS-provided defaults are used.

Execution logging to CloudWatch Logs is enabled.
What Customers Can Configure
Web Application Firewall (WAF) is attached.

CloudFront
What MCSS Provides Web Application Firewalls.
Default Settings AWS-provided defaults are used.

Web Application Firewall (WAF) is attached
What Customers Can Configure
FIPS compliant ciphers are enabled.

EBS

. Snapshot block public access declarative policy to control if Amazon EBS
What MCSS Provides . .
snapshots are publicly accessible.

Default Settings The default setting for EBS snapshots is to block all sharing.




What Customers Can o
Data at rest encryption is enabled.

Configure
EC2
Permissions standardization.
. EC2 Image Block Public Access declarative policy to control if AMIs are
What MCSS Provides .
publicly sharable.
Sizing recommendations.
Default Settings Image Block Public Access is set to Block New Sharing by default.

Data at rest encryption is enabled.

What Customers Can ) ) .
Instance metadata service version 2 and above is enabled.

Configure
Security groups are reviewed, and ports are opened only as needed.
Firewalls (WAF)
. Web application firewalls with key baseline rule groups (core rule set, IP
What MCSS Provides

reputation rule group etc.) are shared using AWS Firewall Manager policy.

Default Settings AWS-provided and recommended rule groups are used.

What Customers Attach an appropriate WAF to public resources.

Can Configure
'8y Add additional rules to WAFs based on application needs.

Golden Images

. Hardened EC2 golden images (AMls) are shared for Windows and Amazon
What MCSS Provides . .
Linux operating systems.

Hardening using DISA STIG Medium. Includes Microsoft Defender, Amazon

Default Settings
CloudWatch agent and AWS SSM agent.

What Customers Can . ) )
. Use the latest golden images to instantiate EC2s.
Configure




Monitoring and Alerting

What MCSS Provides

Security monitoring is enabled via configuring the AWS SecurityHub, AWS
GuardDuty, AWS Inspector services.

Application level monitoring is not configured as that relies on application
specific resources.

Default Settings

AWS security services have NIST and AWS foundational benchmark controls
enabled for continuous monitoring of security posture.

Monitoring for application specific resources should be configured

What Customers Can | according to application needs.

Configure

Security reports should be monitored with regular cadence.

RDS

What MCSS Provides

Standardized AWS Backup service policy to back up production
databases.

Default Settings

AWS-provided defaults are used.

What Customers Can
Configure

Data at rest encryption is enabled.

The RDS security group is reviewed and locked down.

S3

What MCSS Provides

Centralized SSL bucket policy.

Public Access block controls.

Default Settings

AWS-provided defaults are used.

What Customers Can Configure | S3 lifecycle policy is configured.

S3versioning is enabled.

Access logs are enabled.




Learn More

https://aws.amazon.com/compliance/shared-responsibility-model/

https://docs.aws.amazon.com/fedramp/latest/userguide/introduction.html
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